AJIMHHUCTPALUA

KoTreabCcKoro cejibCKOro rnmoceJeHust
Kunrucennckoro MyHuIiunajabHoOro paiona
JleHUHTpaacKoi odJacTu

IHHOCTAHOBJIEHHUE

ot 23.06.2025 Ne 106

OO0 yTBepKJI€HUU MOJIEJIEH U TUIIOB yIpo3
0€30MacCHOCTH NEPCOHATBHBIX JAHHBIX NPU
ux 00paboTKe B HHGOPMAITMOHHBIX CHCTEMAax
MEPCOHAIBHBIX JaHHBIX B aIMUHUCTPALIUU
KoTenpcKoro cenbckoro noceaeHus
KuHrucennckoro MyHUIIMIAIBHOTO

paiiona JIeHMHTpaCcKOM 00MacTH

B nensx ucnonnenus nonoxenuit @enepanpHoro 3akoHa ot 27.07.2006 N 152-03
"O nepcoHasbHbIX NaHHBIX", .17 TpeboBaHuii K 3alIUTe NEPCOHANBHBIX JAHHBIX MPU UX
00paboTke B HH(OPMAIIMOHHBIX CHCTEMaX MEPCOHAIBbHBIX NTaHHBIX, YTBEPKIEHHBIX
nocraHoBiienueMm IlpaBurenbctBa Poccmiickoit ®enmeparmu ot 01.11.2012 N 1119,
PYKOBOJICTBYSICH YCTaBOM MYHHIIMIAIBHOTO 0Opa3oBaHus KOTEIbCKOTO CETbCKOTO
nocesneHnsi KuHrucenmnckoro MyHUIIMIIAIBLHOTO paiiona JIeHuHrpaackoi obnactu:

1. VTBepauTh MOJI€NHN U TUIIBI YTPO3 0€30MaCHOCTH MEPCOHATBHBIX JaHHBIX IPU UX
00paboTke B MH(OPMAITMOHHBIX CHCTEMaX MEePCOHANIBHBIX JAHHBIX B aIMUHUCTPAIIH
Kotenbckoro cenbekoro noceneHus KuHrucennckoro MyHuIUANaIbHOTO paioHa
JlenuHrpaackoi 0061acTu COrjaacHO MPHUJIOKEHHUIO K HACTOSIIEMY MOCTAaHOBJICHHUIO

2. Pa3zmecTUTh MOCTaHOBJICHHUE HA O(UIIHATBHOM CaliTe aIMUHUCTPALIIH
Kotenbckoro cenbekoro noceneHus KMHrucennckoro MyHMIUNnaIbHOTO paiioHa
Jlenunrpanackoi obnactu

3. KoHTpOJIb 32 HCTIONIHEHNEM HACTOSIIETO TOCTAHOBIICHHSI OCTABIIAIO 32 COO0I

I'maBa agMuHUCTpaUu Kangau A.C.

[Taposa E.M.
ten.(81375) 632-45
BC.39K3.
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[Ipunoxxenue

K IOCTaHOBJICHHUIO aIMUHHUCTPALN
KoTenbckoro ceabckoro noceaeHus
Kunrucenmnckoro MyHHIMIAIEHOTO paiioHa
Jlennnrpanckoit oonactu ot 23.06.2025 Ne 106

Mogesin yrpo3 0€30nacHOCTH MEePCOHAJBLHBIX JAHHBIX NIPU UX 00padoTKe B
HH(OPMALMOHHBIX CHCTEMAX NMEePCOHATBbHBIX IaHHBIX B aAMuHUcTpauuu Korejabckoro
CeJIbCKOIo nocesieHusi KHHrncennckoro MyHMuMnaabHoro paiiona Jlenmurpaackoi
obJsacTu

Paznen | O6wume nosoxeuus

1.1. Hacrosmme Monenu yrpo3 ©O€30MaCHOCTH TMEPCOHATBHBIX JAHHBIX MpPU X
0o0paboTke B MHPOPMALMOHHBIX CHCTEMAaxX MEPCOHANBHBIX JAHHBIX B aJMUHHUCTpAIUU
KoTenbckoro cenbckoro moceseHus (manee - Mopenu yrpos) COIepKHUT CHUCTEMAaTU3UPOBAHHBIN
nepedeHb yrpo3 6e30MacHOCTH MEPCOHATBHBIX JAHHBIX MPU UX 00paboTKe B MH(OPMAIIMOHHBIX
CUCTEMAaX NEPCOHAIBHBIX JaHHbIX.

1.2. Yrpo3sl 06e€30mMacHOCTH TEPCOHAIBHBIX JAHHBIX MOTYT OBITh  OOYCIIOBJICHBI
IpeJHAMEPEHHbIMU WM HENpeJIHAMEPEHHBIMU JEHCTBUSAMU (DU3UYECKUX JIML, ACHCTBUSIMU
3apyOeKHBIX CIEHCIY)KO WIM OpraHu3anuii (B TOM 4YHCIC TEPPOPHUCTUYECKUX), a TaKKe
KPUMHHAIBHBIX TPYIIHPOBOK, CO3JAOMIMX ycioBHs (MPEANOCHUIKHM) Ui HAPYLICHHS
0€30MacCHOCTH MEPCOHANBHBIX JAaHHBIX, KOTOPOE BEJET K yHIepOy )KU3HEHHO BAYKHBIX HHTEPECOB
JMYHOCTH, OOIIECTBA U TOCYAAPCTBA.

1.3. Mogens yrpo3 COAEpPKHT HWCXOJHBIE JaHHBIE 10 yrpo3aM 0e30MacHOCTH
HEPCOHATbHBIX JAaHHBIX, 00pabaTbIBaeMbIX B HH(OPMALMOHHBIX CHUCTEMaxX MEPCOHAJIbHBIX
JaHHBIX aaMuHKEcTpanu KoTtenbekoro cenbekoro nocenenus (nanee - UCI1/IH), cBA3aHHBIM:

- ¢ mepexBaTtoM (ChbeMOM) MEPCOHATBHBIX TAHHBIX M0 TEXHUYECKUM KaHaJIaM C [EeIbI0 HX
KOIHMPOBAHUS UM HETIPABOMEPHOTO PACTIPOCTPAHEHUS,

- ¢ HECAaHKIIMOHUPOBAaHHBIM, B TOM 4ucie ciaydaiiHbM, poctynom B WMCII/IH ¢ unensro
MU3MEHEHUs, KOMMPOBAHMs, HENPaBOMEPHOTO pPACIpPOCTPAHEHUS NEPCOHANBHBIX JaHHBIX WU
JeCTPYKTUBHBIX Bo3aeiicTBun Ha snemeHThl UCII/IH n oOpabareiBaeMbIX B HUX MEPCOHAIBHBIX
JAHHBIX C HCIHOJB30BAaHHUEM MPOTPAMMHBIX M IPOrPaMMHO-AINIAPATHBIX CPEACTB C LEJbI0
YHUYTOXKEHUS UM OIOKMPOBAHUS MEPCOHANBHBIX TaHHBIX.

1.4. C npumenenueM Mojenu yrpo3 permaroTcs CaeAyoIue 3a1a49u:

1) pazpaboTka YacCTHBIX MOJeENei yrpo3 Oe30MacHOCTH MEPCOHATBHBIX [TaHHBIX B
koHKkpeTHbIX UCII/IH ¢ yueToMm nx Ha3HaYeHUs, YCIOBUN U OCOOEHHOCTEHN (PYHKIIMOHUPOBAHMS,

2) ananu3 3amunienHoct UCIIIH oT yrpo3 06e30macHOCTH MEpCOHATIBbHBIX JaHHBIX B
XOZIe OpraHW3allMi W BBIMOJTHEHUS paboT TOo oOecrnedeHuIo O€30MacHOCTH TEPCOHATBHBIX
JTaHHBIX;

3) pa3paboTka  CHUCTEMBI  3alllUThl  MEPCOHAIBHBIX  JAHHBIX, OOECIEUMBAIOIICH
HEUTpaM3aluio MpearoiaraéMplX yrpo3 ¢ MCIOJIb30BAHUEM METOJOB M CIIOCOOOB 3alllUThI
MEePCOHAIIBHBIX JAHHBIX, TPEAYCMOTPEHHBIX 7151 cooTBeTCTBYIOMIEro Kiacca UCII/IH;

4) mpoBeneHne MEPOIPUATHH, HalpaBJIEHHBIX Ha IIPEIOTBPALICHNE
HECAHKI[MOHUPOBAHHOTO JIOCTYyIA K TMEPCOHAJBHBIM JAaHHBIM M (MJIM) Mepefadyd uX JIUIaM, He
UMEIOIIUM IIpaBa J0CTyIa K Takoi HH(popMaImu;

5) HemonymieHne Bo3neiicTBUs Ha TexHudeckue cpenacrsa WCII[IH, B pe3symsrare
KOTOPOT'O MOKET OBITh HAPYIIEHO WX (PYHKIIMOHHPOBAHUE,

6) KOHTPOJIb 0OECTICUCHHUS YPOBHS 3aIUIICHHOCTH TIEPCOHATBHBIX TAHHBIX.

1.5. B Hacrosmielt Monenu yrpo3 HCIONb3YIOTCS CIEAYIOUINE TOHATHS:

1) 6e30macHOCTh MEPCOHANIBHBIX JAHHBIX - COCTOSHHUE 3alIUIICHHOCTH IMEPCOHAIBHBIX
JAHHBIX, XapakTepU3yeMoe CIIOCOOHOCTBIO  IOJIb30BATENICH, TEXHHUUECKUX CPEACTB H
MH(QOPMALMOHHBIX  TEXHOJOTMH  o0ecneunTh  KOHQUAECHIHUAIBHOCTb, LEJIOCTHOCTh H



JOCTYITHOCTh TEPCOHANBHBIX JaHHBIX IMpPU HUX 00paboTKe B HMH(MOPMAIMOHHBIX CHUCTEMax
NEePCOHAIBHBIX JaHHBIX;

2) OJIOKMpOBaHKWE MEPCOHAIBHBIX JAHHBIX - BPEMEHHOE TNpeKpaiieHue cbopa,
CHCTEMaTu3alluy, HAKOIUICHHs, MCIIOJIb30BaHMS, PACIpPOCTPAHEHUS MEPCOHAIBHBIX TaHHBIX, B
TOM 4YHCJIE UX NIepeaayn;

3) BpeoOHOCHasi mporpamMma - MporpaMma, IpeJHa3HAuYeHHAs IS OCYLIeCTBICHUS
HECAHKIIMOHUPOBAHHOTO JOCTYMA ¥ (1K) BO3ACHCTBYS Ha MIEPCOHATIbHBIC JaHHBIC HIIH PECYPCHI
UH(POPMAITMOHHOW CUCTEMBI IEPCOHAIBHBIX JaHHBIX;

4) BcrioMorareibHbIe TEXHUYECKHE CPEICTBA U CHCTEMBl - TEXHHYECKHE CPEICTBA U
CHCTEMBI, HE MpeIHa3HAaYCHHbIC IS Tiepeaadn, 00padOTKU M XpaHEHUS MEPCOHATIBHBIX JaHHBIX,
yCTaHaBJIMBAaEMble COBMECTHO C TEXHHYECKHUMH CPEICTBAMH U CUCTEMaMH, NpeIHa3HAYCHHBIMU
uis 00paOOTKM TEpPCOHANBHBIX JAHHBIX, WM B IOMELICHHAX, B KOTOPBHIX YCTAHOBJICHBI
MH(POPMALMOHHBIE CUCTEMbI IEPCOHANIBHBIX JAHHBIX;

5) mocTym B ONCPAIMOHHYIO Cpeay Komibiorepa (MH(OPMAIMOHHON CHUCTEMBI
HIEPCOHAIBHBIX JaHHBIX) - MOJYYCHUE BO3MOXKHOCTH 3aIlyCKa Ha BBIIOJHEHHE [ITATHBIX KOMaH],
(GyHKIMH, MPOIEIYP ONEPAMOHHON CUCTEMbl (YHUUTOXKEHHS, KOIMHMPOBAHMUS, MEPEMCIICHUS H
T.I1.), HCIIOJIHSIEMBIX (haliJIOB PHKIIATHBIX IPOrPAMM;

6) moctyn K HHPOPMAIIMHU - BO3MOXXHOCTD MOTyYSHHS HHPOPMALIUK U €€ UCIIOIb30BaHMS;

7) 3amunaemas HHGopManus - HHPOPMALKsI, SBISFOLIASCS IPEAMETOM COOCTBEHHOCTH H
NoJIe)KalIast 3allUTe B COOTBETCTBHM C TPEOOBAaHUSAMH IPABOBBIX aKTOB WMJIHM TPEeOOBaHUSM,
yCTaHaBJIMBAaEeMbIMU COOCTBEHHUKOM MH(POPMALUH;

8) uHpOpMaTUBHBII ~ CHUTHANT -  JJIGKTPUYECKUE  CHTHAJBI, aKyCTHYECKHE,
ANIEKTPOMArHUTHBIE M Jpyrue (QU3MYecKue IoJid, [0 MapaMeTpaM KOTOPBIX MOXET ObITh
packpbiTa KoH(HUACHIMAIbHAS HHpOpMaIus (epcoHaIbHBIC aHHBIC), OOpabarbiBacMasi B
MH(POPMALMOHHON CUCTEME NEPCOHANIBHBIX IaHHBIX;

9) nHpOpMAIIMOHHASI CUCTEMA TIEPCOHATIBHBIX JAHHBIX - 3TO HH(GOPMAIIMOHHAS CUCTEMA,
IPEeCTaBIAI0Aas COOON COBOKYITHOCTb MEPCOHATIBHBIX JTAHHBIX, COAEPIKALIMXCS B 0a3e NaHHbIX,
a Taxke MHOOPMAIIMOHHBIX TEXHOJIOTUN U TEXHUYECKHX CPEICTB, TIO3BOJISIONINX OCYIIECTBISATh
00pabOTKy TaKMX MEPCOHAIBHBIX JAHHBIX C UCIOJIb30BAaHUEM CPEJCTB aBTOMAaTH3alluy WU 0e3
MCTIOJTB30BaHMsI TAKUX CPEJICTB,;

10) uHpOpMaIIMOHHBIE TEXHOJOTWU - TPOLECCH], METOAbI TOHWCKa, cOOpa, XpaHeHHs,
00pabOTKH, TPEIOCTABICHUS, PACHpPOCTpaHEHHUS HH(OpPMAIMM M CIIOCOOBI OCYIIECTBICHUS
TaKUX MPOLECCOB U METO/IOB,;

11) uctoyHuk yrpo3bl 0e30MacHOCTH MH(MOPMAIMH - CYOBEKT JOCTYIa, MarepUabHBIN
00bEeKT WM (U3UYECKOE SBJICHHME, SBISIOIIMECS MNPUYMHONM BO3HUKHOBEHUS  YIpO3bl
Oe3omacHoCcTH HH(OpPMaLUY;

12) koHTpONMIIpyemMass 30Ha - O3TO TPOCTPAHCTBO, B  KOTOPOM  HCKIIIOUYEHO
HEKOHTPOIUpYyeMOe TMpeObIBaHUE COTPYIHUKOB OIEparopa, HWHBIX JUI W MOCTOPOHHHUX
TPAHCHOPTHBIX, TEXHUYECKUX U MHBIX MaTepUAIbHBIX CPE/ICTB,;

13) KOHUAEHIIHATLHOCTD TEPCOHANBHBIX JAHHBIX - 00A3aTeNbHOE IS COONIOACHUS
OIIEepPaTOPOM MJIM MHBIM TOJYYUBIIUM JIOCTYI K IIEPCOHAIBHBIM JJAHHBIM JIMLIOM TpeOoBaHHE He
JIOITyCKaTh WX PaclpocTpaHeHus 0e3 corachus CyObeKTa MEePCOHANBHBIX TAHHBIX WM HAJINYHS
MHOT'O 3aKOHHOT'O OCHOBaHMUS,

14) HapymmTenb 0e30MacHOCTH MEPCOHATBHBIX TAHHBIX - (PU3MYECKOE JIMIIO, CIyYaiHO
WIM TIpeHAaMEPEHHO COBEpILIAlollee JEHCTBHS, CIEIACTBUEM KOTOPBIX SBISETCS HapyLICHHE
0€30MacHOCTH TEPCOHATBHBIX JAHHBIX TpH WX 00pabOTKe TEXHHUYECKUMH CPEICTBAMH B
UH(POPMALIMOHHBIX CUCTEMAaX MEPCOHATBHBIX TAHHBIX;

15) HecaHKIIMOHUPOBAHHBIA JOCTYI (HECAHKIIMOHUPOBAHHBIC JEHCTBUS) - JIOCTYN K
UH(OPMaLIUHN WK ASUCTBUS ¢ HH(OpMaIMel, OCYIIECTBIIEMbIEe ¢ HApYILIEHUEM YCTaHOBJICHHBIX
npaB 1 (WIK) IpaBHI JI0CTyNa K MHGOPMAIMH WK JEHCTBUI ¢ HEW ¢ MPUMEHEHUEM IITAaTHBIX
cpeAcTB MH(GOPMALIMOHHOM CHCTEMBI WM CPEACTB, AHAIOTMYHBIX KM IO CBOEMY
(GYHKIIMOHAIBHOMY NPEIHA3HAYCHHUIO U TEXHUUECKUM XapaKTepPUCTHKAM;

16) Hocurens nHGOpPMALUH - PU3MYECKOE JHLIO HIH MaTepUATbHBIN OOBEKT, B TOM YHCIIC
¢usnyeckoe mnoje, B KOTOPOM HH(OpMAaLUs HAXOAUT CBOE OTPAKEHUE B BUJE CHUMBOJIOB,



00pa3oB, CHTHAJIOB, TEXHHYECKUX PEIICHUH M IMPOIECCOB, KOJMYECTBEHHBIX XapaKTEPUCTUK
(bU3NYECKUX BEIUYUH,

17) nepexBar  umHpOpMAMK - HENPAaBOMEPHOE IMOJydYeHHe HHOOpMAIMHA  C
UCTIOJIb30BAaHMEM TEXHHYECKOTO CpEJCTBA, OCYIIECTBISIOUIETO OOHapy)KeHHe, TpHEM H
00paboTKy HH(DOPMATUBHBIX CUTHAJIOB;

18) moOoYHbIE AJICKTPOMArHUTHBIC W3JIYYCHHS M HABOAKH - OJICKTPOMArHUTHBIC
U3JIYYCHUSI TEXHHUUYECKUX CPEACTB 00pabOTKM 3amumiaeMoil MH(OpMaIiy, BO3HUKAIOIINE KaK
no0OYHOE SIBJICHHWE U BBI3BAHHbIC DJJCKTPUUYECKHMMU CUTHAJaMHM, JEHCTBYIOIIMMH B UX
ANIEKTPUYECKUX M MATHUTHBIX IIETISIX, & TAKXKE AIIEKTPOMAarHUTHBIC HABOJKU ATHX CHUTHAJIOB Ha
TOKOIPOBOJIAIINE TUHUH, KOHCTPYKIUH ¥ LIETIA TUTAHHS,

19) nmonp3oBarenb HMHOOPMAIIMOHHOW CHCTEMbl TEPCOHATBHBIX JAHHBIX - JIHIIO,
y4JacTByrolee B (pyHKIIMOHHMPOBAHUN WH(POPMALMOHHON CUCTEMBI NEPCOHANBHBIX TAaHHBIX WIIH
UCTIONB3YIOIIee Pe3y/IbTaThl €€ ()yHKIIMOHHUPOBAHUS,

20) nporpamMMmHOe (mporpaMMHO-MaTeMaTHUYECKOE) BO3/ICHCTBHE -
HECAHKIIMOHUPOBAHHOE BO3JICHCTBUE HAa PECYpPChl aBTOMAaTW3MPOBAHHOW WH(POPMAIMOHHOM
CHCTEMBI, OCYIIECTBIIIEMOE C MCIIOJIb30BAHUEM BPEIOHOCHBIX POTPAMM,;

21) cpencTBa BHIYMCIUTEIBHON TEXHUKH - COBOKYITHOCTh MTPOTPAMMHBIX M TEXHUYECKUX
DIIEMEHTOB CHUCTEM 00pabOTKH MaHHBIX, CIIOCOOHBIX (YHKIIMOHUPOBATH CAMOCTOSTENILHO WM B
COCTaBe JIPYTHX CHCTEM;

22) TeXHUYECKUE CpeICTBA WH(DOPMALMOHHONW CUCTEMBI MEPCOHANBHBIX JaHHBIX -
Cpe/CTBa BBIUMCIIUTEIILHOW TEXHUKH, WH()OPMAIMOHHO-BBIYUCIUTEIBHBIC KOMIUIEKCHl U CETH,
CpEeICTBa M CHCTEMBI IEpeiaud, npuemMa M o0paOOTKH MEepCOHAIBHBIX JAHHBIX (CpeiCcTBa M
CUCTEMBbI ~ 3BYKO3aIlUCH,  3BYKOYCHJICHHS,  3BYKOBOCIIPOW3BEICHHUS, IICPETOBOPHBIC U
TEJICBU3MOHHBIE YCTPOWCTBA, CPEACTBA M3TOTOBICHUS, TUPAKUPOBAHUS TOKYMEHTOB M APYTHE
TEXHUUYECKHUE CpelcTBa 00pabOTKHM pedeBol, rpaduveckoi, BUACO- U OYKBEHHO-IH(PPOBOIL
uH(opMannu), MPOrpaMMHBIC CpeacTBa (ONEpPAllMOHHBIC CHUCTEMbI, CUCTEMBI YIIPABJICHUS
0a3aMu JaHHBIX U T.I1.), CPEICTBA 3ANTUTHI HHPOPMAIIUH;

23) TeXHUYECKUI KaHall yTeYKH MH()OpPMAIUK - COBOKYITHOCTh HOCHUTENS MH(OpMAIUH
(cpenctBa 00pab®oTKM), (HU3MYECKOW Cpeasl paclpoCTpaHEeHUs WHPOPMATHBHOTO CHTHANA H
CPEICTB, KOTOPBIMU A0OBIBAaETCS 3aliuiaeMast HHpopMarus;

24) yrpo3bl 6€30MacHOCTH MEPCOHATBHBIX TAaHHBIX - COBOKYITHOCTB YCIIOBHH M (DaKTOPOB,
CO3JAIOIIMX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM 4YHCIE CIy4YaifHOTO, JJOCTyna K
MEPCOHANBHBIM JaHHBIM, PE3YIbTaTOM KOTOPOTO MOXET CTaTh YHUYTOXXEHHE, H3MEHEHHE,
OJOKMpOBaHME, KONMPOBAaHHE, PACIPOCTPAHEHHE IEPCOHANBHBIX JAaHHBIX, a TaKXe HHBIX
HECAHKIIMOHUPOBAHHBIX JEHCTBUII Tpu uX o00paboTke B HH(POPMAIMOHHOW cHCTEMeE
MEPCOHAIBHBIX JIAHHBIX;

25) yHUUTOXKEHHE TEPCOHAIBHBIX JaHHBIX - JIEHCTBHSA, B pE3yJabTaTe KOTOPBIX
HEBO3MO)KHO BOCCTaHOBUTH COJIEPYKAHHE MEPCOHATIBHBIX JAHHBIX B MH(OPMALMOHHON CHCTEME
MEPCOHANBHBIX JIAHHBIX WM B PE3yIbTaTe KOTOPBIX YHUYTOXKAIOTCS MaTepuajibHble HOCUTEIU
MEPCOHAITBHBIX JIAHHBIX;

26) yreuka (3ammuiinaeMoit) HHPOPMAIIUH 110 TEXHUYSCKUM KaHajlaM - HEKOHTPOJIUPYEMOe
pacripocTpaHeHue HH(OpMAWK OT HOCHUTENS 3alumaeMoil wHdopmMaimm depe3 (GU3HIecKyro
Cpeay 10 TEXHUYECKOTO CPEACTBA, OCYIIECTBISIONIETO epexBaT nHPOpMaLIny,

27) ysI3BUMOCTh MH(POPMAIIMOHHOW CHCTEMBbI MEPCOHANBHBIX JAHHBIX - HEIOCTATOK HJIH
caboe MeCTO B CHUCTEMHOM WM TPUKJIAJHOM IPOTPaMMHOM (IIPOrpaMMHO-aIIapaTHOM)
o0ecTieYeHnr aBTOMAaTH3UPOBAaHHON HWH()OPMAIIMOHHONH CHCTEMBI, KOTOpBIE MOTYT OBITh
WCTIONIb30BaHbI [T pealli3aliy YTpo3bl 0€30MaCHOCTH MEPCOHATBHBIX JaHHBIM.

Paznen |l Knaccudukaiyst 1 MCXOIHBIA yPOBEHB 3AIIUIIEHHOCTH HHPOPMAITMOHHBIX
CUCTEM IEPCOHATbHBIX JTaHHBIX

2.1. CocraB u comepxaHue yrpo3 0€30MacHOCTH MEPCOHANTBHBIX JTAHHBIX OMPEIESETCS
COBOKYITHOCTBIO yCTIOBHM M (JAKTOPOB, CO3MAIOIIMX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM
YHCIIe CIYYailiHOTO JOCTYIIA K TIEPCOHAIBHBIM JJAHHBIM.



COBOKYMHOCTh TAaKMX YCIOBHH U (PaKTOPOB (HOPMHPYETCS] C Y4ETOM XapaKTEpUCTUK
WCI1/n, cBoiicTB cpenpl (yTH) pacnpocTpaHEHUsT MH()OPMATHBHBIX CHTHAJIOB, COIEPKALIHX
3alMIaeMyt0 HH(OpMaIHIO, U BO3MOKHOCTEH NCTOYHUKOB YTPO3bI.

2.2. B 3aBuCcHMMOCTH OT TeJied W cojiepaHUs OOpabOTKH TMEPCOHANBHBIX JIaHHBIX,
ocymecTtisgercs ux 00padorka B UCII/IH pa3nuyHbIX THITOB.

2.3. UCITIH oObequHsAI0T 0000IEHHBIE XapaKTePUCTHKH

no crpykrype MCIIJIH: nokanbHble MHQOPMAIMOHHBIE CUCTEMbI M pacHpeieeHHbIC
UH(OPMALIMOHHBIE CHCTEMBI,

0 HAJIWYMIO TOIKIIOUCHUH K CeTSAM CBsS3M OOLICro MOJb30BaHHS W (WIH) ceTIM
MEXYHAPOIHOTO MH(POPMAIIMOHHOTO OOMEHA: CHCTEMbI, UMEIOIINE TOAKIIOYCHHUS, 1 CUCTEMBI,
HE MMEIOIINE OJKIIOUYCHUH;

N0 pexXuMy OOpabOTKHM TEpPCOHATBHBIX JaHHBIX B HWH(QOPMAIIMOHHOW CHCTEME
MH(QOPMALMOHHBIE CUCTEMbI: MHOTOII0JIb30BaTEIbCKHE;

[0 Pa3TpaHUYEHHUIO IPaB JOCTYIA I0JIb30BATEIEH: CUCTEMBI C pa3rpaHUUEHUEM IIpaB
JOCTyTIa.

Bce texnunueckue cpencra UCI/In naxoastes B npeaenax Poccuiickoit denepanuu.

2.4. B 3aBUCUMOCTH OT TEXHOJOI'MH, COCTaBa M XapaKTEPUCTUK TEXHUYECKUX CPEACTB
WCII[H, a Takke OMacHOCTH peajHu3ald yrpo3 Oe30MacHOCTH IEePCOHANBHBIX TaHHBIX H
HACTYIUICHUs TIOCIEACTBUN B PE3ylbTaTe HECAHKIIMOHUPOBAHHOIO WIN CIYy4alHOIO JOCTYyIa BCE
NCTI/Ix MmoxHO kiaccuuuupoBars kak cieayrouue tunsl UCI/IH:

nokanbHble UCIT/IH, He nMeromue MoJKII0YeHUE K CETSIM CBA3M OOIIEro MoJiIb30BaHUS U
(nyn) ceTsiM MEXTyHapOIHOTO HHPOPMAIIMOHHOTO OOMEHa,;

pacnpenenennsle MCII/IH, He wuMeolMe MNOJKIIOYEHUE K CETSIM CBSI3M OOILEero
H0JIb30BaHus U (MJIHM) CETSIM MEKIYHAPOIHOTO HH(POPMAIIMOHHOTO OOMEHa.

2.5. Ucxonuslii ypoenb 3amuuieHHocTd VMCIIJIH onpeneneH Kak cpeaHui, Tak Kak He
menee 70% xapakrepuctuk UCII/{H COOTBETCTBYIOT YPOBHIO HE HIDKE ''CpeaHHiA".

[Toxazarenmu wucxomuoit 3amumeHHoctd MCII/In ompenenenst B Ilpunoxenun 1 x
Hacrosmenld Mozaenu yrpos.

Paznen |1l Knaccudukanus akTyanbHBIX yrpo3 0€30MaCHOCTH EPCOHATBHBIX JIAHHBIX

3.1. BO3MOXXHOCTH  HCTOYHHKOB  yrpo3  0€30MacHOCTH TEPCOHANBHBIX  JIaHHBIX
00YCIIOBJIEHBI COBOKYITHOCTBIO CIIOCOO0OB HECAHKIIMOHUPOBAHHOTO M (MJIM) CIYYaHHOTO JTOCTymNa
K MIEPCOHATILHBIM JIAaHHBIM, B PE3yJIBTaTe KOTOPOTO BO3MOXKHO HapyIlIeHHe KOH(DUICHIINATBHOCTH
(kompoBaHUe, HETIPABOMEPHOE PacIpOCTPaHEHHE), IIETOCTHOCTH (YHHUTOXKEHHE, U3MEHEHHE)
nocTynmHOCTH (OJIOKMPOBaHKE) MEPCOHATBHBIX JAHHBIX.

VYrpo3a 6e30nmacHOCTH MEPCOHANBHBIX JAHHBIX pealn3yeTcs B pe3yibrare o0pa30BaHMS
KaHaJla pealn3ainy yrpo3bl 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX MEXKIy HCTOYHHKOM YTPO3BI
U HocuTeneM (MCTOYHHMKOM) IMEPCOHAIBHBIX JAHHBIX, YTO CO3[a€T YCJIOBUS JUISl HApyIICHHUS
0€30MacHOCTH MEPCOHATBHBIX JaHHBIX (HECAaHKIIMOHUPOBAHHBIN WJIH CITyYalHBINA JOCTYII).

3.2. Tlpu 00paboTke mnepcoHANbHBIX NaHHBIX B JokanbHbIX MCII/IH, HEe uMermux
NOJKIIOUCHUST K CETSAM CBS3W OOIIEro TMONb30BaHUs W (MIM) CETSIM  MEKIYHApPOIHOTO
UHPOPMAIIMOHHOTO OOMEHa, BO3MOXKHA pealu3alus CIEAYIOUMX Yrpo3 0e30macHOCTH
MEPCOHATBHBIX JTAHHBIX

1) yrpo3sl yTeuku HH(GOpMAIMK 10 TEXHUUYECKUM KaHallaMm;

2) yrpo3sl  HECAHKIMOHUPOBAHHOTO  JIOCTya K  TEPCOHAJBHBIM  JaHHBIM,
o0OpabaTpIBaeMbIM Ha aBTOMaTH3UPOBAHHOM paboueM MecTe.

3.3. Yrpo3sl yreukn HHPOPMAIHH 10 TEXHUIECKHM KaHaJlaM BKJIFOYAIOT B CeOs:

1) yrpo3sl yTeuku aKkycTrudeckoi (peueBoit) nHGopMarmu;

2) yrpo3bl YTEUKH BUAOBOM HHPOPMAITUH;

3) yrpo3sl yreuku wH(GOpMAIIMU 10 KaHATy MOOOYHBIX AJIEKTPOMArHUTHBIX U3TYYCHUN H
HaBOJIOK.

3.4. BO3HMKHOBEHHE  yrpo3  yTEUYKH aKyCTHUecKoil  (pedeBoil) wmHpopManuy,
COZIeprKallleicsl HEMOCPEICTBEHHO B MPOU3HOCUMOM peun nosb3oBarens UCIT/IH, Bo3MOKHO Tpr



HaJIU4YUM (YHKIIMH TOJIOCOBOTO BBOMA MepcoHaNbHBIX aaHHBIX B MWCII[IH wunu ¢GyHKIUN
BOCIIPOM3BECHUS MIEPCOHANBHBIX JaHHBIX aKkycTHueckumu cpeacrsamu MCII/IH.

3.5. Peanuzamus yrpo3pl yTeukd BHAOBOM MH(GOPMAIMK BO3MOXKHA 33 CYET MPOCMOTpA
UH(POPMAITUH C MMOMOIIBI0 ONTHYECKUX (ONTHKO-3JIEKTPOHHBIX) CPEACTB C SKPAHOB JHCILICCB U
JIPYTUX CPEICTB OTOOpa)KeHHUsS CPEACTB BBIUYMUCIUTEIBHOW TEXHUKH, HWHGPOPMAIIOHHO-
BBIYHCIUTEILHBIX KOMIUIEKCOB, TEXHUYECKHX CpEACTBa 00paboTKM TrpaduvecKkoi, BUACO U
OykBeHHO-IM(poBOH nHDOpManuu, Bxonamux B coctaB UCIT/IH.

3.6. Yrpo3sl yreukn nHGOPMAIUK 110 KaHATY MOOOYHBIX AJIEKTPOMATHUTHBIX HU3ITy4eHUH
Y HaBOJIOK BO3MOKHBI M3-32 HAJTMYMS AJIEKTPOMAarHUTHBIX M3JIy4€HUN, B OCHOBHOM, MOHUTOpA U
CUCTEeMHOTO OJioka kKommbioTepa. OCHOBHYIO OMAcCHOCTH MPEACTABISIOT YTPO3bI YTEUKH H3-32
HAJIMYUS JIEKTPOMAarHUTHBIX U3ITy4E€HUI MOHUTOPA.

3.7. Yrpo3bl HECaHKIMOHUPOBAHHOTO joctyma B JokanbHbIX WCII[IH cBs3aHbl C
JneucTBuaAMU Hapymutenend, umerommx goctyn k MCII/H, Bkitodas nosnws3oBarenein MCIIH,
peanusyronux yrpo3sl HenocpenactBeHHo B MCIIJIH, a Taxke HapylmuTesned, HE HMEIOIIUX
noctyna k UCII/IH, peanu3yronux yrpo3bl U3 BHEIIHUX CETEH CBSA3M OOIIETO IMOJIb30BAaHUS U
(nin) ceTelt MEeXKITyHAPOTHOTO HHPOPMAIIMOHHOTO OOMEHa.

3.8. Y¥rpo3sl HecankuuonupoBanHoro aoctyna B WCII/IH, cBsizaHHble ¢ JeiCTBUSIMHU
Hapymmrenen, nmeronmx noctyn k UCIIIH, BKiroyaroT B ceOsi:

1) yrpo3sl, peannsyeMbie B XOJ€ 3arpy3Kd OMEPalMOHHON CHCTEMBI U HAIPABICHHbBIC Ha
nepexBar mapojei win HACHTU(UKATOPOB, MOAM(UKAIMIO 0a30BOM CHUCTEMbI BBOJIA/BBIBO/A
(BIOS), mepexBar yIpaBJeHHUs 3arpy3Koii;

2) yrpo3bl, peain3yeMble MMOCIe 3arpy3KH ONEPAIMOHHOW CUCTEMbI U HAlpaBlICHHBIC HA
BBIMIOJTHEHHE HECAaHKIMOHUPOBAHHOTO JIOCTYNa C NPUMEHEHHWEM CTaHJApTHBIX (QYHKUIUN
(yHMYTOXEHHE, KOTMPOBAaHKE, ITEpeMeIeHne, (OpMaTHPOBAHNE HOCUTEIEH HH(POPMAITUH U T.11.)
OTEPAI[MOHHOW CHCTEMbl WJIM KakKoi- Ju00 MPHUKIAJHOW MPOrpaMmbl (HAIpUMeEp, CHCTEMBI
yIrpaBiieHUs] 0a3aMH JaHHbBIX), C IPUMCHEHUEM CIICIMAIbHO CO3MaHHbIX s BbinmomHeHus HCJI
nporpamm (IporpamMm MPOCMOTpa ¥ MOTU(HKAIMH PEeCTpa, MOMCKAa TEKCTOB B TEKCTOBBIX
daiinax u T.0.);

3) yrpo3sl BHEIPEHHUST BPEOHOCHBIX MIPOTPAMM.

3.9. Yrpo3bl HECAaHKITMOHUPOBAHHOTO JI0CTYMA B ToKabHBIX VICII/IH BKITIOYAOT B CeOs:

1) yrpo3sl "AHanmu3a cereBoro Tpaduka' ¢ MepexBaToM IepeaaBaeMOW IO JIOKATbHOW
ceTH UH(OpMaLINH;

2) yrpo3bl BBISBJICHUS TTApOJICH;

3) yrpo3sl yiaieHHOro 3amycKka MpUIoKeHHH;

4) yrpo3sl BHEIPSHHUS IO CETH BPEIIOHOCHBIX MPOTPaAMM.

Paznen IV Yrpo3s! yreuku HH(pOpMALIUU O TEXHUYECKUM KaHajIaM

4.1. OCHOBHBIMHU 3JIEMEHTAMHU ONUCAHUS YIpO3 YTEUKU MHPOPMALUH MO0 TEXHUYECKHM
KaHajaM SIBJISIFOTCS. HCTOYHHMK Yrpo3bl, cpefa (MyTh) pacmpocTpaHeHUs HHPOPMATHBHOIO
CUTHAJIa ¥ HOCUTENb 3alllUIaeMoi HHPOPMAIIH.

4.2. IcTOuHUKaMH YTrpo3 yTeUKH HH(OpMAIMH IO TEXHHYECKUM KaHAJIaM SIBIISIOTCS
¢usnueckue nuia, He umeronme jpocryna k UCII/H, a Taxke 3apyOeskHbIe CHEICTYKObl MU
opranu3anui (B TOM YHCIIE KOHKYPUPYIOIIHE WX TEPPOPUCTHUYCCKHE), KPHUMHUHAIBHBIC
TPYNIHUPOBKY, OCYIIECTBISIIOIIME mepexBar (cbeM) HMHGOpPMAUMK C  HUCIOJIb30BaHHEM
TEXHUYECKHUX CPEJICTB €€ PETUCTpaInH, ipuemMa mwin ¢pororpadupoBaHusl.

4.3.Ilpu oOpabotke mnepcoHanbHblXx faHHbIX B MCII[IH 3a cuer peanu3anuu
TEXHUYECKUX KAaHAJIOB YTCUKH HH(OpMAIMK BO3MOXXKHO BO3HHUKHOBEHHE CIEAYIOUINX YIPO3
0€30I1aCHOCTH MEePCOHATBHBIX JaHHBIX:

1) yrpo3sl yTeUKH aKyCTHUECKO# (peueBoil) nHpOpManuy;

2) yrpo3bl yTEYKH BHIOBOW MH(OpMAIHIH;

3) yrpo3 yreuky MH(GOPMAUK MO KaHaJaM MMOOOYHBIX JIEKTPOMATHUTHBIX M3TY4eHUI U
HaBOJIOK.



4.4. BO3BHUKHOBEHHE  yrpo3  yTEUKH  aKyCTHYeCKod  (peueBoii)  mHOpMaInH,
coJleprKalleicst HeOCPEICTBEHHO B MPOU3HOCUMOM peun nosib3oBarenss UCII/IH, Bo3MoXHO npu
HaJIU4YUM (YHKIIMH TOJIOCOBOTO BBOMA MepcoHaNbHBIX AaHHBIX B MWCII[IH wunu dyHKIUN
BOCIPOM3BECHUS NIEPCOHANBHBIX JaHHBIX aKkycTHueckumu cpeacrsamu UCII/IH.

4.5. TlepexBar akycTtuueckoil (pedeBoil) MH(GOpPMAIUK BO3MOXEH C HCIIOJIb30BAHUEM
anmaparypbl, peTUCTPUPYIOIIEH akycTHueckue (B BO3Ayxe) M BHOpoakycTHyeckue (B yHpyrux
cpenax) BOJHBI, @ TaKXKE OJJIEKTPOMArHUTHBIE (B TOM YHCIE ONTHYCCKUE) H3IYYCHHS H
SIIEKTPUYECKUE CHUTHAJBl, MOIYJIMUPOBAHHBIE HWH(POPMATUBHBIM AaKyCTHUYECKHM CHUTHAJIOM,
BO3HHKAIOIME 32 CYET NMpeoOpa3oBaHUN B TEXHUUECKUX CPEACTBAX OOPaOOTKU NMEPCOHAIBHBIX
JAHHBIX, BCIIOMOTaTEJIbHBIX TEXHMYECKMX CpEICTBaX M CHUCTEMax U  CTPOUTEIbHBIX
KOHCTPYKLIMAX M MHXXCHEPHO-TEXHUYECKUX KOMMYHHMKALUAX IOJ BO3JEHCTBHEM aKyCTHYECKHX
BOJIH.

[TepexBar akyctuyeckol (pedeBoii) MH(OpPMAIMU TaKKe BO3MOXEH C HCIIOJIb30BAHHEM
CHEUMATbHBIX JJEKTPOHHBIX YCTPOWCTB CheMa peueBoil HH(GOpMANMM, BHEAPEHHBIX B
TEXHUYECKHE CpeICTBa OOpabOTKM NEPCOHAIBHBIX JaHHBIX, BCIOMOTaTeJIbHbIE TEXHUYECKHE
CPEICTBA U CUCTEMBI U IOMEUIEHMSI UM TOAKIIOUEHHBIX K KaHAJIaM CBS3H.

4.6. B UCIIH ¢QyHKIMU TOIOCOBOrO BBOJA IMEPCOHANBHBIX MAHHBIX WIH (DYHKIUU
BOCIIPOM3BECHUS IEPCOHAIBHBIX JAHHBIX aKYCTHUECKHUMH CPEICTBAMU OTCYTCTBYIOT.

BeposiTHOCTh  peanu3alud  Yrpo3bl yTEUKH aKycTHueckod (pedeBoil) uHbopmarmu
ornpejesieHa KaK MaJjoBEpOsATHAs, BO3MOXKHOCTb pEaJM3alMi yrpo3bl SIBISETCS HU3KOM,
II0Ka3aTeJIb OIIACHOCTH YIPO3bI - HEAKTyasIbHasl.

4.7. YTpo3bl yTEUKM BHIOBOH WH(GOPMALMK pEANM3YIOTCS 3a CYeT MPOCMOTpa
HEPCOHAIBHBIX JAHHBIX C TMOMOIIbIO ONTHUYECKHX (OMTHUKOIIECKTPOHHBIX) CPEACTB C IKPAHOB
JUCIUIEEB W JIPYTMX  CPEICTB  OTOOpa)X€HHMs  CPEACTB  BBIUYMCIUTENBHOW  TEXHUKH,
UH(POPMALMOHHO-BBIUUCIIUTENIBHBIX ~ KOMIUIEKCOB,  TEXHMYECKMX  CpEeICTB  00paboTKH
rpadu4eckoii, BUEO - 1 OykBeHHO-II(ppoBor nHpopMarmu, Bxoasmux B coctas UCII/H.

[TpocMmoTp (peructparusi) HepCOHANBHBIX JaHHBIX TAK)KE BO3MOXKECH C HCIIOIb30BAHUEM
CHEIHAJIbHBIX JJIEKTPOHHBIX YCTPONCTB ChEMa, BHEJIPEHHBIX B CIY)KEOHBIX MOMEILEHUAX HIN
CKPBITHO MCIIOJIb3YEMBIX (PM3UUECKUMU JIMLIAMH [TPU MOCELIEHUN UMH CITY’)KEOHBIX TOMEIIEHUH.

Paboune mecra monb3oBareneit MCII/IH opranu3oBaHbl TakuMm 00pa3oM, 4YTOOBI OBLI
UCKIIIOYEH CIy4alHbIM MpoCcMOTp MH(pOpPMALIUU C SKPAaHOB aBTOMAaTU3MPOBAHHBIX PaOOUUX MECT.
Ha okHax ycTaHOBIJIEHBI JKaIl03H.

4.8. BeposTHOCTh pealn3allii yrpo3bl YTEUKH BHJOBOH HMH(pOpMalMU OIpeeseHa Kak
HU3Kasi, BO3MOXXHOCTb peasin3allii yrpo3bl SBIISETCS CPEAHEH, oKa3areab ONacCHOCTU YIpO3bl -
aKTyaJbHasl.

4.9. Bo3HUKHOBEHHE Yrpo3bl  yT€YKHM HH(pOpMamuu 1O  KaHaimaM  MOOOYHBIX
ANIEKTPOMAarHUTHBIX H3JyYEHUH M HABOJOK BO3MOXKHO 3a CUET IIepexBara TEXHUYECKUMU
CpencTBaMU MOOOYHBIX (HE CBS3aHHBIX C MPSIMbIM (DYHKIIMOHAILHBIM 3HAUYCHHEM DJICMEHTOB
WUCII[In) wHQOpMATHBHBIX O3JIEKTPOMATHUTHBIX TIOJEH W OAIIEKTPUYECKUX CHTHAJIOB,
BO3HHKAIOIIUX TPHU 00pabOTKe MEPCOHATBHBIX TAHHBIX TeXHU4YeckuMu cpeactam UCITIH.

Bce anementsr UCII/IH HaxomsaTcsi BHYTPH KOHTPOJUPYEMOH 30HBI Ha JOCTAaTOYHOM
paccTosiHuM OT ee rpanuil. MHpopMaTuBHBIN CUTHAT B KaHaiaX MOOOUYHBIX AJIEKTPOMArHUTHBIX
W3Iy4YEHU M HABOAOK COBPEMEHHBIX CPENCTB BBIYMCIUTEIBHON TEXHUKU OYEHb HU30K, M OH
MaCKUPYETCS MHOXKECTBOM JpPYTUX H3JIy4€HUH OT aBTOMAaTU3MpPOBAaHHBIX paboOuMX MECT, He
cocrosaumx B MCII[H, a Takke OT MNPOYMX DIIEMEHTOB COBPEMEHHOM WH(POPMAIIMOHHON
UHPACTPYKTYPBHI.

4.10. BeposATHOCTh peaiM3allii YTpo3bl YT€UKH WH(POPMALUHU IO KaHaJlaM MOOOYHBIX
AIIEKTPOMArHUTHBIX H3JIy4€HUII M HABOAOK OINpeiesieHa KaKk MaJoBEpOsATHas, BO3MOXHOCTb
pean3alnyy yrpo3sl sIBISETCS HU3KOM, OKa3aTelb OMIACHOCTH YIPO3bl - HEaKTyalbHasl.

4.11. O06obuenHass uHpoOpMaIMs MO Yrpo3aM yTeYKH HH(DOPMALUU MO TEXHUYECKUM
KaHasaM npejcranieHa B [Ipunoxennu 2 k Hacrosuieit Monenu yrpos.

Paznen V Yrpo3bl HeCaHKIIMOHUPOBAHHOTO JIOCTYNA K HH(OPMAILIUU O IEPCOHATBHBIX
JAHHBIX B MH(OPMAIIMOHHBIX CUCTEMAX



5.1. ¥rpo3sl HecanknonupoBaHHoro gocryna B UCIIJIH ¢ npumMeHeHrneM nporpaMMHbIX
u IPOrpaMMHO-AIIAPATHBIX CpenCcTB peanu3yrorcs pu OCYILECTBICHUH
HECAHKI[MOHUPOBAHHOTO, B TOM YHCJI€ CIy4allHOrO JIOCTyNa, B pe3yJbTare KOTOPOro
OCYIECTBIISICTCSl HapylIeHHE KOH(DUACHIMAIBHOCTH (KOMUPOBAHUE, HECAHKI[HOHMPOBAHHOEC
pacrpocTpaHeHue), EIOCTHOCTH (YHUYTOKEHHE, U3MEHCHHE) M JTOCTYITHOCTH (OJOKHpOBaHUE)
MEPCOHANBHBIX JAaHHBIX, U BKIIIOYAIOT B CEOs:

1) yrpo3bl  goctyna (IPOHUKHOBEHHS) B OIEPAIMOHHYIO CpEly KOMIIBIOTEpa C
UCIIOJIb30BaHUEM ILTATHOT'O MPOrPAMMHOI0 obecreueH st (CpeCTB ONEePAMOHHON CUCTEMbI UITH
NPUKJIAIHBIX TIPOTrPaMM OOIIETro MPUMEHEHHS);

2) yrpo3bl  CO3MaHUSI HEIITATHBIX PEKHUMOB PpabOThl MPOTrPaMMHBIX (IIPOrpPaMMHO-
ammapatHbiX) CPEICTB 3@ CUET IMPEAHAMEPEHHBIX HM3MCHEHHUH  CIYXKEOHBIX JIaHHBIX,
UTHOPUPOBAHUS NPEAYCMOTPEHHBIX B INTATHBIX YCIOBHUSX OFPAaHUYEHHUW HA COCTaB U
XapakTepUCTUKKU 00pabarbiBacMoi HHPOPMAIUK, UCKaKeHHs (MOIU(DUKAIMK) CAMUX TaHHBIX U
T.IL;

3) yrpo3sl  BHEAPCHHS BPEIOHOCHBIX Iporpamm  (IpOrpaMMHO-MaTeMaTudecKoro
BO3/ICHCTBHSA):

4) KOMOMHUPOBAHHBIC YTPO3bI, MPEICTABISAIONIME COO0I COYeTaHNEe Yrpo3, YKa3aHHBIX B
noanyHkTax 1 - 3 HacTOsIIero MyHKTa.

5.2. Ucrounnkamu yrpo3 HeCaHKIIHOHUpoBaHHOTO poctyna B MCII/IH MoryT OBITH:

1) HapyIIHUTEID:

2) HOCHUTEJb BPEAOHOCHOM MPOrpaMMBbI:

3) ammaparHasi 3aK1ajKa.

5.3. [lo HaJIM4MIO TIpaBa MOCTOSHHOTO WJIM Pa30BOT0 JOCTYIA B KOHTPOJIHPYEMYIO 30HY
NCITIH HapymuTenu noapasaeistoTcs Ha Ba TUIA!

1) napymmrenu, He umetonue aoctyna k UCII/IH, peanusyromniie yrpo3sbl U3 BHEIIHUX
ceTeil CBA3M OOIIETo MOJIb30BaHuUs U (MJIH) CeTel MEKIYHAPOIHOrO HH(POPMAIIMOHHOTO OOMEHa -
BHEIIIHUE HAPYIIUTENH,

2) Hapymmrenu, umeromue poctyn k MWCII[IH, Bkmouas nosp3oBarencii MCIT/IH,
peanusytomue yrpo3sl HenocpeactseHHo B UCII/IH - BHyTpeHHUE HApYIITUTENH.

5.4. Hocutenem BpEJOHOCHOW TpOrpaMMbl MOXKET OBITh ammaparHbIl  AIEMEHT
KOMITbIOTEpA WJIM NpOrpaMMHBIA KOHTEWHEpP. Eciii BpenoHOCHAsl mporpaMMa HE acCOLIMUPYETCs
C KaKoW-1100 MPUKIIAJAHON MPOTpaMMOid, TO B KaUe€CTBE €€ HOCUTENSI paCCMaTpUBAIOTCS:

1) oTuyxmaeMblii HOCHTENb, TO €CTh auckera, onrtuueckuii auck (CD-R. CD-RW),
GidII-NaMATh, OTYYXK/1aeMbIH KECTKUN JUCK U T.II.,

2) BCTPOCHHBIE HOCHUTENN WHGPOpPMAIUK (KECTKHE THUCKH, MHUKPOCXEMBbI OTEepPaTHBHON
MaMATH, POLECCOP, MUKPOCXEMbI CUCTEMHOM IIJIaThl, MUKPOCXEMbI YCTPONCTB, BCTPAUBAEMBIX B
CHUCTEMHBIN OJIOK: BHJCOAanTepa, CETEBOM IUIaThl, 3BYKOBOM IUIATHI, MOJEMa, YCTPOMNCTB
BBOJIa/BBIBO/Ia MATHUTHBIX )KECTKUX M ONTHYECKHX TUCKOB, OJOKA MUTAHHS M T.II., MUKPOCXEMBI
IPSIMOTO JOCTYIIA K MTAMSTH, IUH MepeIadr JaHHbIX, IIOPTOB BBOIA/BHIBO/IA);

3) MUKpOCXEMBI BHEUIHMX YCTPOWMCTB (MOHUTOpA, KJIABUATYphl, MPHUHTEpA, MOJAEMAa,
CKaHepa ¥ T.IL.).

5.5. Ecniu BpenoHocHass mporpaMMa acCOIUUpYeTcs ¢ KakoW-muOo MPUKIaIHON
mporpamMmoi, ¢ (aitiaMu, UMEIOIIMMHU OTPE/EICHHBIC PACIIMPEHUS WM WHBIE aTpUOyTHI, C
COOOIIEHUsIM, TIepeJaBaeMbIMU TI0 CETH, TO €€ HOCUTEISIMU SIBIISFOTCSI:

1) makeTsI Tepe1aBacMbIX IO KOMITBIOTEPHON CETH COOOIICHHUI;

2) daiinbl (TEKCTOBBIC, TpapUUECKUE, UCTIOTHICMBIC H T.11.).

5.6. [IpuunaamMu Bo3HuKHOBeHUS ysi3Bumocteld CIT/{a sBistroTcs:

1) ommMOKM TpPU TNPOCSKTUPOBAHHUM U pa3pabOTKe MNporpaMMHOro (IMporpaMMHO-
anmapaTrHoro) 00ecreueHus;

2) peTHaMEpPEHHBIC JICHCTBHS MO0 BHECCHHUIO YSI3BUMOCTEH B XONI€ MPOCKTHPOBAHUS W
pa3pabOTKU MPOrpaMMHOTO (POrpaMMHO-AMNAPATHOT0) 00ECIIeUCHHUS;

3) HenpaBWIbHBIC HACTPOHKH MPOIPAMMHOTO OOECIICUCHHS, HETIPAaBOMEPHOES M3MECHEHHE
PEXKUMOB pabOTHI YCTPONCTB U MPOTrpamum;



4) HeCaHKI[MOHUPOBAHHOE BHEAPCHUE M HCIOIb30BAHUEC HEYYTECHHBIX MPOTPaMM C
NOCJIEAYIOIUM HEOOOCHOBAaHHBIM PAcXOIOBaHUEM PECYpcoB (3arpy3ka IMporeccopa, 3axBarT
OIEPATUBHOMN MAMATH U MAMSITH Ha BHEITHUX HOCUTEIINX);

5) BHeIpeHUE BPENOHOCHBIX MPOrPaMM, CO3IAIOUIMX YSI3BUMOCTH B MPOTPAMMHOM U
IPOrpaMMHO-AINapaTHOM 00€CIIeYeHHH;

6) HeCaHKIIMOHUPOBAHHBIC HEYMBIIICHHBIC JCHCTBUS I0JIb30BATENCH, MPUBOISIIINE K
BO3HUKHOBEHUIO YSI3BUMOCTEH;

7) coou B paboTe ammapaTHOr0 W MPOTrpaMMHOTO obecriedcHUs (BbI3BaHHBIC COOSIMH B
JJIEKTPONIUTAHUM, BBIXOAOM H3 CTPOs AalllapaTHbIX 3JEMEHTOB B pPE3yJbTare CTAPEHUs HU
CHIKEHUSI HAJIeKHOCTH, BHEIIHUMHU BO3ICUCTBUSIMHU 3JEKTPOMATHUTHBIX TOJIEH TEXHUYECKHUX
YCTPOMCTB H Jp.).

5.7. Y¥rpo3el Jnoctyna (OpOHMKHOBEHHsS) B OICPAIMOHHYKO Cpely KOMIbIOTEpa H
HECAHKIIHOHUPOBAHHOTO JOCTYIIA K MIEPCOHATIBHBIM JIAHHBIM CBA3aHBbI C IOCTYIIOM:

1) k uHopManMK U KOMaHIaM, XpaHsIIKUMCcs B 0a30Boii cucreme BBoaa/BeiBona (BIOS)
UCII[H, ¢ BO3MOXKHOCTBIO TIE€pexBaTra YIpPaBICHHS 3arpy3Koil ONEpallMOHHON CHUCTEMbI M
[IOJIy4YEHUEM IIPaB JOBEPEHHOIO M0JIb30BATEIIS;

2) B ONEpalMOHHYIO Cpeay, TO €CTh B cpelay (QYHKIMOHUPOBAHUS JIOKAJIbHOM
ONEpPAlMOHHON CHUCTEMBI OTHEeNbHOro TexHuuyeckoro cpenctsa HWCIIJJH ¢ BO3MOXHOCTBIO
BBIIIOJIHEHHUSI HECAHKLIMOHUPOBAHHOIO JOCTyNla IIyT€M BbI30Ba IITAaTHBIX I[POrpPaMM
ONEpPALMOHHON CHCTEMbI WM 3aIlyCKa CIEHUAlbHO Pa3pabOTaHHBIX MPOrpamM, pean3yoLINX
Takue NeUCTBUA,

3)B cpeny OGYHKIMOHMPOBAHUS MPHUKIAIHBIX IMporpamMM (HampuMep, K JIOKaJbHOM
CHCTEME YIpaBJIeHUs 0a3aMu TaHHBIX);

4) HenocpeACTBEHHO K MH(pOopMalmu mojb3oBarens (K ¢aityiam, TEKCTOBOW, aymuo - M
rpaduyeckoil HHGOPMAILIUH, TOJSIM U 3alUCSIM B JIEKTPOHHBIX 0a3aX JaHHbBIX) U 00YCIOBICHBI
BO3MO)KHOCTBIO HAapyIIEHUS €€ KOHOUACHIIMAIBHOCTH, IIEJIOCTHOCTH M TOCTYITHOCTH.

5.8. B cnyuae ecnu UCII/[In peann3oBaHa Ha 0a3e JOKAJIBHOW WM paclpeleleHHON
MH(GOPMAIIMOHHON CHUCTEMBI, TO B HEHl MOTYT OBITb pPEaJu30BaHbl Yrpo3bl 0€30MacHOCTH
UHPOpPMalLlMN IyTeM HCIOJIb30BaHUS MPOTOKOJIOB MEXCETeBOro B3ammojeiictusa. Ilpu stom
MOXKET 00ecleunBarbCcsl HECAaHKIIMOHUPOBAHHBIM JOCTYNl K IEPCOHAJIbHBIM JaHHBIM WU
peann30BBIBATbCS Yrpo3a OTKa3a B oOciykuBaHMH. OcoOeHHO omacHb! yrpo3bl, korna UCII/Ax
IpeJICTaBIsIeT coO0M pacnpenesieHHYI0 MH(QOPMAlMOHHYIO CHCTEMY, MOAKIIOUEHHYIO K CETAM
00111eT0 NOTb30BaHus U (MJIH) CeTSM MEKIYHAPOIHOTO HH(POPMAIIMOHHOTO OOMEHa.

5.9. IlporpaMMHO-MareMaTH4eCcKoe BO3ACHCTBHE - OTO BO3ICHCTBHE C IOMOIIBIO
BPEAOHOCHBIX MPOrPaMM.

[IporpamMoli ¢ TOTEHUHAIBHO OMNACHBIMH TMOCIEACTBUSIMUA WJIM BPEIOHOCHOU
NpOTrpaMMOil  Ha3bIBAIOT HEKOTOPYHD CaMOCTOSTENIbHYIO TporpamMmy (Habop WHCTPYKIHUH),
KOTOpasi CHOCOOHA BBIMIOJHSATS JIF000€ HEIYCTOE MOJMHOXKECTBO CIEAYIOMNX (QYHKIIMMA:

CKpBIBaTh MPU3HAKHU CBOETO MPUCYTCTBUS B MPOTPAMMHOM CpPENle KOMIIBIOTEPA,

o0nanarb CIMOCOOHOCTBHIO K CaMOAyOIMpOBaHHIO, aCCOLMMPOBAHMUIO Ce0Sl C JAPYrUMU
nporpaMMamMu u (WJIM) TEPEHOCY CBOMX (ParMEHTOB B HMHBIC OOJACTH ONEPATUBHOW WM
BHEITHEH ITaMSTH;

paspymarh (MCKaxarh MPOU3BOIBHBIM 00pa30M) KOJI IPOrPaMM B ONICPATUBHOM MaMSITH;

BBIMOJHATh 0€3 WHUIMMPOBAHHUS CO CTOPOHBI TOJb30BatTels  (MOJIb30BATENILCKOM
OpOrpaMMbI B IITaTHOM PEXKHUME €€ BBIOJHCHHS) JCCTPYKTHBHbIC (GyHKIMH (KOMMpPOBAaHUE,
YHUYTOXKEHUE, OJIOKUPOBAHKE U T.I1.);

COXpaHATh (pparMeHTh MH(OPMALIMK W3 ONEPATHUBHOW MaMATH B HEKOTOPHIX 00IACTAX
BHEIITHEW MaMATH MPSIMOTo TocTyma (JIOKaJbHBIX WM YIaJICHHbIX);

UCKaXXaTh MPOU3BOJIBHBIM 00pa3oM, OJOKMPOBaTh M (WJIM) TOAMEHSATH BBIBOIUMBINA BO
BHEIITHIOK TMaMTh WM B KaHAJI CBS3M MacCWB WH(pOpMaIUM, 0Opa30BaBIIUKCS B PE3yIbTare
paboThI MPUKIIATHBIX MPOTPAMM, UIIH YK€ HAXOJSAIINECS BO BHEITHEH MaMsITH MaCCUBBI JaHHBIX.



[Tpunoxenue 1
K Mopnenu yrpo3 6€30nacHOCTH

MePCOHANIBHBIX JTAHHBIX TPU UX 00paboTKe B
MH(OPMAITMOHHBIX CHCTEMaX MEPCOHATBHBIX
JTaHHBIX B anMuHucTpanuu Korenbckoro
CEJIbCKOro nocenenus Kuarucenrckoro
MYHHUILIMIAJIBHOTO paiioHa JIeHuHrpaackon

JAHHBIX

oOnacTu

IToka3aresn UCXOAHOM 3aAIMIIEHHOCTH HH(POPMAITMOHHBIX CHCTEM MEPCOHAIbHBIX

N n/n  TexHHYEeCKHE U IKCILTyaTallHOHHBIC XapAKTCPUCTUKU YpoBeHb 3alllUIIEHHOCTU
1 [1o TeppuTOpHaIbHOMY pa3MENICHUIO Cpennuit
2 [lo HamuuuiO COEQMHEHUS C CEeTAMU  OOLIero Cpennnii
[10JIb30BaHUs
3 [To BCTpOCHHBIM (JIerajbHBIM) OIEPALHSIM C 3aIHCIMU Cpennnii
0a3 MepCOHAIbHBIX JAHHBIX
4 [Io pasrpaHMYeHu0 JOCTyHa K IEPCOHAIbHBIM Cpennnii
JTAaHHBIM
5 [lo Hanuuuio coelMHEHMH ¢ JpyrumMu Oa3amu Bricokuit
NEPCOHANBHBIX JAaHHBIX HWHBIX HH()OPMAIIMOHHBIX
CUCTEM IIEPCOHAIBHBIX JAHHBIX
6 o YPOBHIO 00001IeHUsS (oOe3muunBaHwMst) Cpennuit
[IEPCOHAJIBHBIX JaHHBIX
7 [lo o00beMy TIEpCOHANBHBIX JAHHBIX, KOTOPHIE Bricokwnii
[IPEIOCTABIIAIOTCS CTOPOHHUM I10JIb30BaTEIsIM
MH(GOPMAIIMOHHBIX CUCTEM NEPCOHAJIbHBIX IaHHBIX 0€3
MpeBapUTENbHON 00paboTKU
[Tpunoxenue 2
K Monenu yrpo3 6€30macHOCTH
NEePCOHAIBHBIX JAHHBIX MPH UX 00paboTKe B
MH(OPMAIMOHHBIX CHCTEMaX MEPCOHAIBHBIX
JaHHBIX B afiMuHUCTpanun Koreabckoro
CeNbCKOro nocenenns Kunrucenmckoro
MYHHUIUIIAJIBHOTO paiioHa JICHMHrpaacKou
obmnactu
O000mennas nHpopmanus 10 yrpo3am
yTeukd HH(OPMALMH N0 TEXHUYECKUM KaHaJIaM
HanmenoBanne |BeposTHOCTe |B0o3MOXKHOCT OmacHOCTh  AKTyaJIbHOCTH ~ Mepbl o
YIpO3bl peann3anMu b YIpO3bl YTpO3bl [IPOTUBOJECHCTBUIO
YTPO3bI peanuzaiuu yrpose
YIPO3bI
Yrpo3bl yTeuku nH(OpMalMU 0 TEXHUYECKUM KaHalaM
Yrpossl yreuku | ManosepositHa|  Hwuskas Cpennsas | HeakryanpHas He tpebytores
AKyCTHYECKOM o
UH(OpMAITIH
Yrpo3sl  yTE€UYKH Huskas Cpennss Cpennss AxrtyansHas | [lopsanox oOpamieHus
BUIOBOM CO CITyKeOHO
nHbOopMaIu uHdopmarmei
OTrPaHUYEHHOTO




JIOCTyTa

Yrpo3sl  yTE€UYKH
uHpopMaIuu 10
KaHaJlaM
MOOOYHBIX
DIIEKTPOMArHUTH
bIX U3JIyYEHUU U
HABOJIOK

ManoseposiTHa
b

Huzkag

Cpennsis

HeakryanbHas

He tpebytores

[punoxenune 3

K Mopnenu yrpo3 6e300acHOCTH
NEPCOHAIBHBIX JAHHBIX MPH UX 00pabOTKE B
UH(QOPMAILIMOHHBIX CUCTEMaX MEPCOHATBHBIX
JAHHBIX B afMuHHCTpanuu Kotenbckoro
CeJIbCKOro nocesenust Kunrucenmnckoro
MYHHULMIIAJIBHOTO paiioHa JICHMHrpaacKkou

oOiactu

0O00061eHHas nH(OPMALHS N0 YTPO3aM HECAHKIMOHMPOBAHHOIO J0CTYyNA K
uHpopMauuu B HHPOPMALMOHHOI cUcTeMe MePCOHATbHBIX JAHHBIX

HaumenoBanue  BepostHocTh Bo3mokHOCTE  |(OmacHOCTh  |AKTyalbHOCTh Mepsl o
YTPO3BI peayiv3aliMi  |peanu3anuu YTpO3bl YTpO3bl [IPOTUBOJECHCTBU
YTPO3BbI YIpO3Bbl 10 yrpo3e
Yrpo3sl HECAaHKIMOHUPOBAaHHOTO JOCTyHa K MHGopManuu B HUHPOPMALMOHHOW CHUCTEME
EPCOHAIBHBIX JAHHBIX
Yrpo3sl, Huzkas Cpennsis Cpennss AxtyanbHasg  |[IpumeneHue
peanusyemble B cepTuduIrpoBa
xoze 3arpy3ku HHBIX  CpEACTB
ONepaluOHHOM 3aIATHI
CHUCTEMBI MHPOPMALIUU  OT
HECaHKIIMOHUPOB
aHHOI'O JOCTyIIa
Yrpos3sl, Huskas Cpennsist Cpennss AxtyanbHasg  |[Ipumenenue
peanusyemble cepTU(ULIHpPOBa
nocie  3arpysku HHBIX  CpE/CTB
OIepalMOHHON 3aIUTBI
CHUCTEMBI nH(pOpMaAILUU  OT
HECAHKIIMOHUPOB
aHHOTO JOCTyIa
Yrpo3sl Huzkas Cpennsis Cpennss AxtyanbHasg  |[Ipumenenue
BHEJIPEHUS cepTuduIpoBa
BPEIOHOCHBIX HHBIX  CpEACTB
porpaMmm 3aIUTHI
MHPOPMALIUU  OT
HECAaHKIIMOHUPOB
aHHOT'O JOCTYIIA,
aHTHUBUPYCHOTO
[IPOrPaMMHOTO
obecnedyeHus
Yrpo3el "AnanuzaManoseposTHa |(CpenHsas Cpennss HeaxtyansHas He tpeOyetcs
CETEBOIO b
Tpaduka'




Yrpo3bl Huskas Cpennsis Cpennsis AxtyanbHas  [IpumeHenue
BEISIBIICHUS cepTuduIpoBa
rnaposieit HHBIX  CpEICTB
3aIUTHI
nHpopMaIuu 0T
HECAaHKIIMOHUPOB
aHHOT'O JOCTYIa
Yrpo3sl Huskas Cpennsist Cpennss AxrtyanbHasg  |[Ipumenenue
YAAJIEHHOTO ceptuduIupoBa
3arycka HHBIX  CpE/ICTB
MPUITIOKEHHI 3aIUTHI
nHpOpPMALIUU  OT
HECAaHKIIMOHUPOB
aHHOI'0 J0CTyIa
Yrpo3bl Huskas Cpennsis Cpennsis AxtyasnibHag  [Ipumenenue
BHEJIPEHUS 1o cepTU(HUIIPOBa
CETH BPEJOHOCHBIX HHBIX  CpE/CTB
porpaMmm 3aIUTHI
nHpopMaIuu 0T
HECAaHKIIMOHUPOB

AHHOI'O JOCTYIIa




